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FORK ./ 0 R D 


Between the tire of the Luftwuff e 1 s creation rid the outbreak of World <i-r 13 


its SIS devoted uuch ti e -nr effort to the : onitorirr of the r uio tr ffic of 
S-st , -»nd in consequence h d developed i..ary sipjial intelligence specialists i;. 


s 

tha 


:ie la. 

T'ie war itself, 
7 -L srter in ary way 

est particularly, 
by the Russian -~ir 


however, yielded no siy: 1 intelligence developments in t is 
Caspar dole to the refine ents of SIS teclmi(ues evolved in t..e 
7 is t/.s due in large part to the weaker challenge presented 
Force, especially in strate ic air por/er, compared to that of 


m.e vre stern .ilies. 



N jvertheless, tic Luftwaffe SIS of the 
d-1 be revealed, it is relieved, in this 
coped v/ith its t articular problems no less 
realisations of the »/est anu South. 


East vr a not without its successes, as 
au the succeeding v>luue. Cert inly it 
intelligently than aid its caar^rior. 


«J • Cr. SiiiJOUCiHE 

Colonel, .dr Corps, 
SIS, U3**AF. 
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Colonel ilans Eick 
Lajor ’Ians Windels 
Captain Wadiu erold 

(All of the 353rd KegL-ent, East, 

Luftwafie SIS). 
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Conclusions. 


Fj PUlXR 


he Southern Lector 
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Colonel Hans Sick 
C.O. , 353ra Re jiment , Zast 7 

Luftwaffe iZS 


General 


The overall mission of t\t 


re; -.ion and identific 


Luftwaffe JI3 on the Russian Front via 
e Russian Air Force radio traffic. 


.e inter- 


To accarlish this -id. it .vas first ..ecesd^r; to determine : ie t,~pes of 
C 0 B.m ion being -se_ by the Rusa^-;.z. F r iota .//_ . the nrh 


re ^encv hand was use^ _ alvei.' 

• ^ >* i 

-a (radio begone, , which were used on me 
only ./i traffic fou:*.; t j£ re after IV - 


Bair. exception Zein£ n,. f . f i L :.:t 1 


A 


jiency. Until the en of 1942, 


_ : r , inc . 


: : oa 19^4 on. 
end of 1944 . 


The 


• < • 



^li.iOSt ail 


i r-i a rauar on4 r -o - 

u/i traffic vr^s enecniei 


a. all extent, he^LnrZ 
or enciphered. 



the German point of view, all Russian W/T traffic could theoretically nave 
been intercepted in one centrally loc.teu station* However, in practice _ t was 
found, as is so often the case, t t areas of skip, natural . - d, ct , , ^re- 
?4ted s-fech : plan, and led tc the est.i lislu:*ent of nuu arcus intercept stations all 
alon^ the front. 


* 
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icrc solved *qy the use of a relatively i^r^e ; 


-1, :K>t ^ few cf which »ere c -ca le ;ou — 


• V 


■? use: to tr -s- 




• e contents of decoded 


A farther problem occasioned by tne expansive ness of t t front was how to 
dcate the results of signal intelligence to those units and hefciq— rters w dch 


best profit it. The recipients of such intelligence wert he Chi 
t t x>-w’s of the Laft:_ottan together with t ieir ti ;tic -1 units on the . os 


?rrtt, and the sipn 1 i.te 


i i 




nee services c: t . rid the N-v • 


■sins had to be taken j site SIS units in the - -i he .ireas ne - d- 


o:ere, or at least ^n loo- : — ; mere _ o. . .*.u:_ie tion ./ - - —1 lr. 


i-.se of danger of intercept.: , .nd delays caused 


ov 


t ie ecessitp of encip: ering 


messages, radio was const 


~.xiL_ a;y . .e ns of cam*:!: tion 

m 


-although on ini i:.v. r. . :ns '-.re re of ti.-e* . e:- : roblco-s encour.tere . or. the 


■> % 


siun front . j l:' 




*t^re that t . - 




tic concepts ou_^ very 


f ten not be put i.rc : 


rto, n 


- _ t — i ui'/ represented. a . a_ ra^ise 




- a. o/. 


11. bevelcn n.ent , 131 1 - 19- rl. ^See ?i pure I’o. 1, 

. ntil the start of the wir with Ruso- . .t erection of ooviet r • tr ffic 
w - accanplished by several fixed SIS stations , e ch of which wus 
r_ . .rea to . .onitor. In the suLmer of , * fir^t of t se 


- -- 


W0 —• • » — 


est 


•the* i:. Clin ow, west of :rlin. - 1$, -1938 five . .. t .or stations were 


erect - in Breslau, Pulsnits, rcmbsrg, Kobuelbude and flirschstaetten, near Vienna. 


Each of these fi 


SIS stations did its own prelim! nary evaluation work; never*- 

t .xi-A * - .. n: * •'»* *• x la tion of reports were performed by the 


_ 


h*- stations wer-^ uyci itionally controlle \iy the Cl b.— btelle , but 
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aAaini strati vely were assigned to the signal regiments of the Luftflotten in whose 
ares they were located. Tfeis the stations in rach^taetfen anH Breslau wre as- 
signed to IKR 4» the raiaflArder to 1+H 1. 



This policy was a great mistake, and remained a sore point with SIS personnel 
throughout the entire war. It Lie ant virtually that the SIS units were palled u - on 
;o serve two masters, an impossible situation fr<x. the ini lit ary point cf iew, Pre- 
scient differences of opinion arose between higher headquarters, each vis ig to be 
considered as the authority actually controlling the SIS. The situation was often 
intolerable. 


It so^n became evident that the personnel and equipment available for the 
monitoring of Russian radio traffic, which was bee end ng constantly more extensive 
and complicated, were mot sufficient. The Russian methods of assigning c~ll- 
aigns and frequencies b ecam e more and more complex. Special compile- *.i :ns resulted 
fr<x. the fact that each Basal an air anqf . , wn signal procedure ami crypto 


graphic systems which, according to the ... .1_ 
officers, were either more or less difficult 
3xie air armies, Which, to the 1 nr apatrt 
officers, were looked upon by the SIS wit': - 
otters whose traffic could be analyzed onl. 


t / of the individual Russia .. -.1 
for the Luftwaffe old. “nere were 
-ity or negligence of their signal 
sort of affection, while t:.er i^rc 
;• bringing to bear al_ the re = rur: es 


aVj .1 l-:Ie. 


T .e liost difficult task of ill waa that on the northern sector. T — s was due 
in part to the fact that goo a land- line c a rununi cation existed in the Leningrad area, 

and was available to the Russians throughout all of the 3tatic warfare in that 

region. 
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Owing to ever-prjsent personnel p rob 1ms, the organisation of the IIS during 

1358 wee not significantly expended in the Rest. Luftflotten 1 and -is bed to have 


IS unit. £ cm 3 ii wis _ to receive repo 


•» 

L?v * v5 U1 rectuy luot *x . 


located in its area, ami not 


order 



itiucdiate 


of each Luftflotte concerned- It was intended that these Leitstellen render in- 
terim reports to the Luftflotten, while expediting the intercepted material tc fee 


C hi -S telle for further processing. The personnel necessary for this purpose, prin- 
cipally cryptanalysts and evaluators, was drawn fran the fixed SIS stations, and, 

m 

to a lesser extent, from the Chi -o telle. This vuiharawcil of personnel fras alrea^JT 
weak organisations, c.-uaea a deterioriation there, without caunensurate gain to the 
new entities. 


In the surauer of 1939* the Leitstellen, the fixe^ SIS stations, -r__ the ®c:ile 
intercept ,;aapanies on the two sectors were caifcined into SIS battalions, which. 


in turn, were the third ba 




• • t 


ons of the . -ve Luftflotte si^r.^l regime : . 


At the be gin: ling of the war with Poland, the l^ftw.ffe SIS in the S 




tr.e following picture: 


1. Referat D cf the Chi-Stelle. 



The 3rd Battalion cf LIU 1, ca^ris^r^: 
W-Leit 1 in Bemau. 

The fixed SIS station in Kobbelbude. 


The fixed SIS station in Drouber 
(transferred there from Pulsnitz 


Civij/Vijijir iUjU 
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3. The 3rd Battalion of LNR 4, caa^rising: 

.'.'-Leit 4 in Vienna 

X c 46 iXXw ll «j lS •» w ^ vi on iu * 'i c j jl* ui • 

The fixed SIS station in Preiastaetten, near Graz (transferred there 
fraa Kirschstae t ten; . 

The fixed SIS station in Budapest. 

The 10th C aur :y of _iIR 4 ^ newly uctiv-ted, ana employed .* tue front 
during the Polish c-;mpai£n) • 


At the conclusion of the Polisn campaign 
place w^3 t^ken bv the Bulk m countries 
Vienna, Premstaetten and Budges:. 


, Bonitoring of Polina w-s ^scontinuea. 
-n . Turkey, which were monitored fr cm 


The year 19W) brought but few changes. T ... :ixei ^IS st ion in ; a .berg was 
mowed forward to Warsaw. An st tion - P were erected in Kirkenes, md the 


SIS t tion in udapest set up a satellite it .ion in 


n r\ Q ^ 




nev/ interceot 


ar y, the 9th Cannary of L__ , was activated* 


I situation • s outlined above re Line static until the begin, ing of the war 


it.. > .wd., The furt ei i velooiacnt cf the SIS on the Eastern Front uu to the 


or tion of the 5-^ Regiment; East, is cent ina 1 in sep irate studies o; the north, 
central and southern sectors to be found in this volume (See Figure No. 2 y . 


I. G 


i — t-i* u o..c «_ » — ^ ^ ^ ’t i 


In September, 1 944 the S^S Regiment 353 was activated. The need o. the girt 


:: _bor iriate SIS units for no.-e unified operation i n* -ui^niatr tive ch ir. 

of caowu nd hi s only re liseu up to the ie vui of regiment 1 he dqu rters, *nd then 
or 1/ on pa^ er, since the r J’.S.-St lie util, continned to traffic directly with cub- 


> • • n 


Xz iJi L Li Oi 


1 G i « u 


h . o Oi. 11 ol« 1 1 


.r •. ! •* . i iuea .‘.out; ol . 


* 

L -J 


_ *ioually ~ . . iinate to t e Chi—- 1 i , nd a iniatr tively lo the 
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Chief Signl Officer thrxeqji C enr*: 1 KletKie, a dob- specialist ackiinistr -tive 


officer. Personal motives had again p revent ed the basic SIS desire for a unified 
organisation iron being totally realised. 


SIS Regiment 353 *as organised as follows: 

Regimental headquarters with toe 2;t Ccupaiy (evaluation), -nd 
the 12th Ccmpaiy (intercept), in Cottbus, 

1st Battalion (north), formerly the 3rd iattalion of I iff. 1, 1th 
four companies, in East Prussia. 

9 

2nd Battalion (center;, formerly SIS Battalion, East, with five 
companies, in Poland* 

m 

3rd Battalion, (scuta;, formerly the jro Battalion of "LZ. with 
five companies, in /Austria. (See Figure lio, 3). 

-w. the battalions had rax crous intercept nd i/l- cut-stations along tae e .tire 
front. 


Owing to the Russian advances, the regiment staff, together with the 2 th -r 


12th Cq . mies, moved to Dresden in the of February, 194-5; frcm tnere, under 

pressure of further Allied advances, they retireu to the" Alpine Redoubt*# In order 
to assure the continuity of operations under -ry circumstances, . platoc:. of -bout 
70 :..en was formed, caaprising evaluators, inter e t operators -nd caa. urio^t-on 
personnel. The platoon was fully mobile, am.. t .an,; with it the ...ost :.*::cjsar/ 

. ecor-s -nd sufficient r do eouin .ent for monitarinj m 6 communication rumawe*- 

# . w - * 

drove to Wagrein in the Austrian -»vlps. The regiment .1 heuiqu rters, -n^ -(Xipardes 
with it, followed i^ore slowly not being fully mobile. 


In Wdgrein the 2nd and 5ra H tt lions joined the regiment, so that with the 


4 * 


>:cw Mon of the 1st Ti J t " icu, vfi •’ . L; /. 1 r. north er t'r r , the re rime nt w*is 

• / w 7 w 


TOP SEC RE i 


- 6 - 


re-assemble a. 



DECLASSIFIED 
Authority b 






If* Co /9ry/ 353 I I iT~Co 3 L ! 



( 


S/S Or ganization in /ftp Fasf- 


Fi qure No o 


Fa// of S 9 M 





I I^Co.Reg/353 1 



2”*Co Regt.353 



1 3^00 Reg/ 353 1 



| V*CoReg/353 




25 »Oo*e 9 / 3 S 5 

l Litton 


Z*Bn. RegL 353 




7*Co. Reg/ 3S 3 





8*Co Reg/ 353 





9* Co Reg/. 353 





10*Co Reg/ 353 





ff*Co Reg/ 353 



<2 m Ci Rrgi 355 

inivrtmpt 


1 -/3 M Cb R 

^J5? 1 



j iv -do Reg/ J5 5 | 



I i5~Co.Reff/:353 I 



1 16 * Co. Reg/ 353 



| iT~CoReg/35 1 | 
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After the cnpitul - ion, the rt e roccoded vi -.*1 a» See, nd Lake Chieo 

o the Luftwaffe concentr t .on rea tt ^achbaoh in southern /aria. Here its 
: .e oers wore suuat ur : 1 1 _l_ . - * x _• F3^ 5] • 


IV. Intercept and E/F Or .nor.5. 



In the f :li of 1940, there was begun wit Berrvau the construction of - lar^ 
rhccibic antenna arysten, which was beoweu to the e^st ^:*d southeast, for - pur- 
pose of exploring the possibilities of central HF intercept st-»t^o .. It put 
into operation only shortly ^efore the outbreak of the war with Russia in -rAl, 
end good results were obtained. Si cc, however, the intercept operate** of this 


s:a^ion were bein^ used by other 

aimed. 


stations jacanies it w s never : - 


The distribution of i -r e t receivers by type for the vu ious u.onitorix^g t sks 


- nade on a basis of the preferenjes of the individual SIS units. 


rove ; _ 


'ant.i_eou3, viherever possible, to .isi^n - cu lete , onitoring mission to a 
ainie caapai\y or out-station. 


Gre -t use was found for the H D/j , ^..icock j m However, for •-* </ar of 

movement it h d to be . i de * obiie # A good L F ase line, .s well is an efficient 
uetho : for controlling the operations of the b P'i, was essenti 1 to the accciiipli ab- 


sent of the regb^ent's ;J.ssion. 


Special c re ha » tu be taken in l/F con- 


ti bj rocj.0, which of course involved w.^ cci -dug --i 




• 


ts. cince 


this or r ptographio work usually had to be aone by the D/F operator himselJP g eve.; 

w 

econd counter. T ;e assignment of several t.tr^ets to one D/F station proved un- 


v/orr ,le 
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The problem of Mcnrlrr sufficient -rd. 11- <ja&2i fi e*i oxypt&nalytlc personnel 
w^a at all times ver. , since ^iu*ut» t «11 seas .j;u, wru.cn on the E^st em Front 

amounted to on average of 1000-2000 per day, were enciphered. To meet this problem 
the SIS in the East attempted to produce and train cryptanalysts itself. It ms 
> found, however, that cryptanalysis is, for the most part, an inborn talent, and 

approximately only one-half of the personnel thus trained proved useful — ef 

reason why there were never sufficient cryptanalysts available nky be laid to a 
| tendency on the part of these en to specialize in certain types of coces and 
ciphers. On this - count -disc, it was usu^ll, _ r^jtical to detach cxyptan^ . 
tc the various intercept colonies, which in t .e interests of tajtic 1 evali v.on 

t 

would have been greatly desired. 



Pot the most part cryptanalysts were employed in the W— Leitatelier., te 

evaluation companies, where t ey, as well ^s the evaluators, were within easy 

re^ich of the Chi-Stelle 1 s gr -sp xs such personnel w s needed in Refer -t E. 


!'ew codes, as well -.s the nev/ recipherment of clu codes, presenter ant 

problems which, in turn, could always be traced back to a lack of (qualified crpt- 
nalysts. 


In spite of t ese uifficulties n vers -e of sixty to seventy . cr . t - - the 


intercepted two, three rnd four- figure ess- . ea wer«_ broken* Five-fi^ . , . 


-^es 


on the other h *n.., eft.;, re ire. w eehs of inatakinj i sis, nd on such oc- 
c-xsions *vere not re ; in any time zo be or very great value. 


VI. Ev: suaiion 


ic i JU 


. 






Ey 


iU wxOIi 


T principal outj-eg of these sui—s< wit we. l the identification of c *11- 
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L :-s ad bifW|piii| an! the rfl iwwtninllm :f Kuai n radio a ; :r:l- 




Lo detenu! ne 


t e 3/ste.*s uied 1 * tre various Russian 




ttjej.r 



■e used in the future. 



ouenc 



o utGi.:p w prcujLu uii w* 



2. Tactical and Pinal Ev^I-ation. 

As in the case of traffic analysis, preliminary evaluation work wxs icoe 

ty the fixed SIS stations ani the intercept c®panies, Intercepted . .-tenal v^s 

■ 

then forwarded to the W-Leitateilen or the evaluation companies where the iraffio 
vas evaluated, and reports prepared which were ser.t to the Chi-Stelle, tne 1 -if * - 
flotten and the Pliegerlcorpe. La ;er these battalion evaluation reports were also 
sent to the regimental evaluation company, where they were compiled into a ccn- 
prehenaive report for the Chi-S telle. The -hi -3 telle edited these reports, and 
passed them on to the Luftnaffe and Wehnaocht .:e »d(jiarters. 


fli. 31, .ml Ca-uunication 


signal 


■ 

U 


org-niz <-tic . ir* 


-aid, This includes both ccmcunic . between 


units themselves, arvi that 


headquarters or evaluation unit to t ie recipients of signal 


lignce« These recipients i.uiy be divided roughly into two categories: hi _ her 
headquarters, and tactical units. For security purposes, the use of radio must 
be limited *s much as possible. 


Experience on the Russian Front showed that the dissemination of sign 1 intel- 
-.gence from SIJ out-stations to t otical aviation unit3 had to be a .'anpli3hed in 


fitter of minutes, and in soue cases even seconds. For this reason, out- 

STS Regiment, East, were usually located directly on the 



cf Germ n fig* t-r ana reconn iaaance units, ml hi. uirect wire lines to the 
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filter control*. The out-atationa were also tied in to the teletype switchboard* 
cf t ~ * ir bases in order - T&t ^rrenunicution be dntained with the battalion end 
neighboring B/T stations • * .3 out-aiationa ti.e^-sciv^a did no* i**vc toe DlOiftAAlJ 

Ms for installing their own telephone and teletype lines, and tbaae were al- 
ways furnished to them ly the *ir base ccmaander concerned, by order of the L-; - 
: T lotte. Radio lin!:s to the battalion were also maintained us a stand- 1- 


VTII. Liaison tilth the Army dI5. 

Since the external cr.ar--ct eristics of iraasian rauio traffic were net suffi- 
cient means by which to identlQr • group of ziew traffic as either any or air force, 
it was necessary to maintain door liaison with t .e Goxaan Army SIS. Of j cjoaiy 
lJ5>Qrtance wo* liaison betwoon the repective traffic analysis sect! . :r this 

purpose non-ca. dssiooec. 1_ officers were fre quently exchanged* Durin£ »u?h 


j-ri>is whan contact with the Any could not be 

the Luftwaffe stii_ able to i 

f it* intercept operators nd traffic axo\ at* 
li-iscn dth the /vimy was ..referable. 


..dntained bee a se of cict 

ientify traffic through t 
• However, where pooai Is, 


nces 

alertness 

close 
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looel Hans Sick 

C.O., 3IJrd SIS Reji-ent . East, 

Luftwaffe S^u 


I# Development up to the lewaan Invasion cf /-i^ia. 

In iilay, 1941, Luftfiotts 2 in: its SIS unit, ttc 3rd Battalion 
flotte Signal Regiment tranaferre* from the We at to Warsaw. Since 
had no experience in aooitarijf B&msian tltfflo g the brunt of this 


c. Trie Luft- 
this SI- unit 
re^_ ooaiciiity 


was born by the fixed SXS station in WarMv* 


I k e cocmitment of the W-rs-- -tav.cn 


was increased atilx furtbei when W-Leit 2 


t r .nsferre i to it 1 Decc «r 

* 



lo reinforce the Warsaw station, which w 
tisk, W-Leit 1 in ’-email, near Berlin, _ -v* u: 
. taaalysts and ev luators. This it could w 


not fully prepared to meet this 
i t roximately o/ac-t — rd of -ts 
11 afford to do si ce it hau. on 



of personnel. 


In the last half ye<ir of the war, the work of W-Leit 1 had att u:\--i such 3tature 
th^t its reports were forwarded by Refer J to the General St f virtually without 
editing. 

Shortly before the beginning of the war with Russia, the 3ru JattaUon of I1ZR 1 
in Bernau move vith its Luftflotte to Koerigsborg. A t the outbreak of the wax 
this battalion comprised: 
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V-Leit 1. 


A fixed 315 sV.li cc. in i cc : e ibu le , :.ear Toerz. rsberr, with 
several ou.l-51 -11 otj . 


A mall intercept and L/P 


station in vli'lconea . 


In addition, the Pliegerkorpe under Luftflotte 1 had its own SIS ccsb -cy, 
which monitored Russian *-ir activi tj of interest to the F lie pericarps. This 
canary , however, was not very efficient sine* it was lacking in expert erowb 
personnel, *nd to a great ext had to rely upon the support of the battalion. 

Is ter it was taken away fron tbs Flie^erknrps sod incorporated into the —on. 


These various SIS units wre linkeu to one another by wire canwunic&tioru 
-Lett 1 itselr wus only MliitOT — st .r.t fin tbs Leftflotte, .r-i Qi : 

bid cacDruni Ccit ion with tr*e SEB at .tton in s^v, and with the 3hi-StelLe, ard 

a 

Iwaaoad echelon of which, had served to Sast . russi • 


Order of battle *nd itzsqp" of . us si -n i — -ts were already known frat 


perfomea . uri n_ pe cc-C .e, .nd 11 


: ec _e were ;iertt_ on tr*e : — _ 


or 21 June 191-1 -s to vh t th cy migut expec . to find in Russian r J.o traffic. 


- a w ax no changes occuri -l elv ier in c 1 -si rts, fir _ endec .. ^3. . cv:r 
: elect, there was much chaos and confusion • ich was manifested in the great 


esaount of plain text messages. 


condi 


several weeks, and can be attributed to the continuous withdrawn! of the Russians 


moreover, the radio 


w s not as voluminous as the Luftw *:fe 


> might hare 


wished. The primary re son for this was the 


isfactoiy land- line system on 


northern sector. 





- . - ler. r. fr r.t 


v-nce , Luftflotte 


K md 5} 

1 und W-Leit 1 moved to Dvinsk, 
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, In July 1 %-l. Since it 


ir~rii L ~ w " r evident that the exis 



personnel and equipment were not sufficient for t^e t s> t her. , a re 



to 


. .e strength of the battalion 


itted. 


- or. 


E± 


Idle of Jj3j in the form of an SIS ccop my fraa the West. T :is ccl^ 


previous experience in the But in 1939# therefore few weeks were 
for it to become fully operational. 


After - 1 1 ire e- week st-y rrl. Dvinsk the battalion moved with Luftflot 
to Ostrov south of Pskov. H 


still another coapary was created out o; existing 


At a s% 


ci ) so tn ircu *ui£tL>t, 
cf t le following units: 


to the end of ±94^# the battalion constate a 


W-Leit 1. 


Two intercept ca: - _es in the ire t /icinity of Yi-Leit 
together with tr.e.r s tellite out-at i ns ind b/b's. 


The fixe SIS sta-ior. i . o dc_ 


The s;.iall SIS station ii* Kirker.es. 

.. 3iikili intercept .;ion in kikkeli (Finnish be ui quarters] , wit . 
t.iC ut-st ations, ie in centr 1 land, the other o:_ 1. e 1. ^ 


last-rwaed Sib unit w s ere *teu. .rii:. the en : cf Finland i^to the war, and 

lengthened the D/F base line. 


Use was also ; 


of the Finnish SIS, whose cryptanalytic wor< w s of a high 


The Luftwaffe S 


stations in Finland had either wire or radio links 


SduLi 


order to obtain more favorable cuts. 5a e of these v/ere place! within the area of 


the central sector. 


>1 ti nai tion, by fcjse.*win 0 its porso.w.ui in oruer to meet 
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increasing d— nrtq Mf.a -pac it, tbs b*tt Hon 


-ole to give a flavlaaa 


ait« lli gemse pint ire of the ihissi 


• U . 


crce on the 


In the beginning of December 19*1, omLng to ciifficultiea in a^ainiatretiac 
end billeting, part of the Luftflotte (including the i>-2) , and with it the 3 
battalion, moved f ron Ostrov to Riga. Here S-L=it 1 wan located close by * 


Luftflotte, while the two intercept ca&panies were installed in the eastern section 
of the ciiy. 


» 


In the fall of 1942, W-Leit 1 was reorganised into an evaluation canrary 

« • •* 

. . • • ► — 

intercept canpapy. Likewise, in the beginning of 1943, the fixed SIS station in 


Eobbelbude was redesignated a caapajy 


In June, 1944, the Luftflotte withdrew with its SIS bat till on to Zost Pr-s.ia, 
to the vicinity of Kobbelbude , wiere the fixe i SIS station was located t rx /ol: 
the entire period of the v^ur. In February, 1945, eneay pressure forced the rs~.- 
t-lion to withdraw, partly by 1-nd and p^tly by sea, to the islana of Rue re n. 7*:<e 
C-enaan SIS stations in Finland v/ere closed ul t e personnel recalled* At t.te 
beginning of epril 1945 the battalion retir-i to duebeck where it fell, after the 
capitulation, into British hands. 


Ill* Intercept. 

luring the first stage of the war all efforts were concentrated or. V/l inter 
ceptioru The general urea covered by the battalion's receiver! extender froa. the 
arctic Sea to a region Just north of *~oqcow. 


In the autuian of 1942 the battalion began to take more of -in interest in Rus- 


sian i/d , since this traffic was becouin<; irore prevalent. _Two JL^JC-jOut-statieris - 


_ a irfields cf Ge 


1 . * 


Jl -*JL .. 


ler units, one south of Leningr d, ir.i 


..err 
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cus: southwest of La l:e Ilr.et- 


icr. t e 




dope j. ri-jart ly to increase tba r 


Ihicii^n fighter t: 



now yer, i t fou_nd fraui If J 


• /i #* / ^ . 

Q ^ nc O T / T" T ^4 


cr ^ 


forded increasingly valuable inf oroatifla on the strength and order of ttle of 


air force. 


Vhen the battalion withdrew to K-it Prussia in June, 1944, these vwc x:- 
■feations were left behind, A few nocths later it became necessary to set up still 
■oct^er r v T detaehent in t e Eurl-n-. the two out-station left in BwMLt 

e l s e withdrew to this area, and coctimed exer tions even thoufji the Kurland was 
-• off. Part of the personnel of v.ese B/ r 2 detachments later fell into Russian 

heads* 


The battalion was responsible for covering the traffic of the Russian r--l*ic 
Fleet Air Arm, To assist in this task *n P/T detachment was placed board the 

Ger— an cruiser ’’Prince Eugen", This ll/Z unit fol-owed the activities of the Bi n 

r<il*:ic Fleet aircraft in order to warn Gen. n shi* ing of i;:ipenuing t~ . Tra3 
work assumed even greater importance after the Kurland had been cut off ix wis 
relying :.ainly on supplies by sea. 

Qr the fall of 1944, intercept h-d far suip.ssed W/T in importance, and 

was supplying 70-80 percent of the intelligence obtained by the bat^lian, I .e 
Russian 1st, 3rd, -nd lyth Air Allies used P/T almost exclusively', which meant 
that at least one l/ out-station h i t : be collocated to cover each of t ese air 
armies. Good cQiguunic -~ion between these det a hwents aid. the battalion were 
therefore of the essence. 


Russian r*d~r tior-b or. the ... woeful wei-e 1 


x. ^ ^ 3 A% 

wCu ? 111 wfiC 





1 .ter on .»1bo elon*; the >**ltio coeat. 
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and k 





I : the MtelloR r/ ft? ? ■ •— r Intercept Icntrcl 3wr.tr in Berlin, rm 
. xk unite aonitored Russi *n rad^r •r.^nqr In the Leningrad -urea from ^ril 


tc June 19i*4. 


In karch, 19if5 Russian rad^r stations began to use p/T for reporting purposes, 
-•ring ft— nil III flyltflht fighter sweeps, Ike . - t-r cc. itrol stations vre re :m?i 

of axy German fighter reaction -3 revealed by radar* The SIS out-stati : :- 
itorlng this traffic were able to ws.m erman ircr ft of their impending danger. 


IT. Evaluation. 

Signal intelligence w'-s unique, id therefore i port ant source of intel- 


. . pence to the Luftflotte. icve_ents of Russian units, occupation of -urfielms, 
r of serviceable aircr ft, ana loc-: - - .. . ly durps were ueternined iron. 


“be monitoring of point-to-point traffic. I 


Lan offensive intentions >» = :e -iso 


determined from traffic intercepted on these networks. Thus, for example, a 
r^jgUs order to bomber ur — tu was .:i;ercc;^. oondezifl) an ittack o. Shavlu ir. 
Lithuania, where an entire German i nzer Amy . d : een i-.ouilized throu r. 1 
of fuel. The Sid reported this to the Luf Irtte, which provides. fighters for the 
interception of the Russian baabers, rile V 1’s droppem L soline 
to the encircled arny. due.. SIS successes oc erred fra., ti e to tie 


i/ith the stabilizing oi the north- m : ront the volume of Russian r^aio traffic 
shrank. Nevertheless a substantial amount of messages still were intercepted 
aity* SIS w-s -Laos; tr.e only source of intelligence on the eneqy situation, 
-•nee agent's reports, -ad other for. s of intelligence were for the most p-rt 
lacking. 
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C- oocuiac, the SIS battalion f arm ahcd 1^11: aenoe to the Luftflctte A-2 
ttdeil Mut unheeded. For ex ^ le . ui the fhU of Ijwi, shfin the Ban iiiwi we 
".raving to effect a Junction with tne 5 inn* at Tichvin, certain rmiio cr.sa-^cter- 
iwtica appeared in traflic on thia sector which two weeks previously h i been noted 
in traffic from Siberia* Thia was taixn by the SIS as -n indication that Kuasian 
tzwflfi bad been transferred in thia abort interval fret: Siberia to' ~ sector siuth 
of Ticbvin. The Geiman. Ccranand — n: . . t Jt this was impossible, and did net 

*“^act to this intelligence. 7ae luimiioe t tacked in great force and won a 


ai ga i fi oa c t victory. The railway between Leningrad and . oscow was thsia liberated 
ly the Prussians, ana the Gen-ana were forced to take up positions on v? clc tot 
® r xt, leaving the "hedgehog re _cu: *. :r Leuyarwdc to its fate. The jriictieo dth 


too Pinna never materialised. 

The SIS station in Kir tone a which but :ered with the Punish SIS stations frm 

m 

iiirorai interference in its r — . o reception, nevertheless derived s tisf ctoiy 
Intelligence for the Geit-*n linnflqiwn tn a on the Murmansk Front, especially that 
oonc-raing convoys to ami freu. -och-ngei. . ha letter were reporter, to the : oiler 
units and to the Navy. 


Similarly successful were t:^ t1:jiii . i 
Front, and the northern sector of the Le ; _ r. 
worked in closest co-operation. 


3tatioi^ in monitoring t e Fi ti sh 
-ui Front. The VlxuiUb and Genu-n 313 


V. Liaison. 


Even before the at-rt of the vr r t e ca^.nuini: officer o: the : tt lion had 


maintained unoffici 


y and Navy SIS. Frecuer.t visits were 


exm* i._c . - j. . result©- in a redprocit. ji ‘ intelligence. This li is on tec .me 
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I 
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closer u ftst 






sf tv 












t wn sole tc gl*® 









;^e otner Uitx 



butt -lion* at the Eastern Front. 


TL. p- isener of War Inter; - an :r., 

Hjo« the Sid battalion had a cons. tr-‘:le nsaber of Russian speaking i^cr- 
yrt un , too bsv tho Russian - i ^ i u weaknesses, peit-ission w -s securad ?or 
thaws interpreters to be preser* during interrogation of c-ptured Russian .-rta 
smd radio operators* As the prisoners had been taught by Russian propaganda to 
•xptset the worse possible treat en* . rctsider^te handling of them often brccgjrt 
. a suits* Good food, a glass of vodka, m cigarettes soon made them loquadais . 
T*ne only drawback w 3 ttwt t e* did net know reach, since the Russian policy, in 
interests of security', iris t at each m&c should be given onlp' th~t information 

i 

needed to perform his individual ;cc. Since only the formation leaders had r dio 
tr naritters, *nd the navigator of t .c le -dir\ aircraft performed his ape : . It 
for t-e entire formation, the other crew uer.be: 3 iine>. nothing. The r die ^ -r tar 
Iso possessed no knowledge of vinytriin^ but his r< dio set# Codes nd ciphers ere 
held in a safe try an especially appointed officer and only made ~vail^ble to the 
formation le-aders shortly before take-off. Eh' oruer, radio w.s to be use. :s 
little as possible; navigational aids aid not exist. Therefore relatively little 
intelligence could be obt^dined on Russian signal techniques. Prisoner of w^r 
statements, however, 0 ave quite x complete picture of ground organisation, com- 
position of tactical urlts, etc. 
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Major Bans uimels 
C.O., 2nd au, 353rd Regiment, East, 

Luftw ffc SIS. 



I. Organisation and Develoraent. 

Before the start of the Eastern c^ap-i n, the fixed SIS statical in f ▼ , 
1-21, worked an traffic of the Russ-jji ^ir Force. When w-r in the lai; 

: ainent, ¥-Leit 2 ^lso w-m moved to ''■< rs-w with luftflotte 2 reinf arc^.tz~ 


f or the expected military operations. Up to the cime of the move, W-Ieit 2 had 

worked on British air traffic an! lively. Since it was inexperienced in .-hissiaa 

traffic, the full monitoring burden fell upon ¥-21 during the first ^.or.tis of 


the great offensive in the E *st 


mi: lions were ...ade very difficult tirou^: 


lack of sufficient personnel and tr ns .irt, the caiapaign was then .moving 


f-st 


¥-21 and W-Leit 2 v.ere moved fra- Warsaw to .JLnsk ^nd later (October 15-1 
to Smolensk. In December, 19H, Luftflotte 2 and its 111 battalion were wiv:- 
or awn -nd sent to Italy. 

¥-21 and the SIS comparer of Fliegerxcrps V had to cover all of the central 
sector Russian -dr traffic v-uring the severe winter of 1941-19-*--., under the most 
difficult conations. * iiis cover*.*® w a perfarsssd from Si .oleusk. _ ^e ^o diffi- 
culties in aA.rinistr.ti on of the jIS cam) ary of riiegerkorpa V ar.- ¥-21, it was 
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tc *** tLeu. and foot toe Slu> it^u^on., 



At this time 711 •£«*?• 


• chaagwd its m to Luftflotte. Ui; f 


Tbt SIS battalion furnished all its intelligence reports to the A~2 of the 
Luftflotte, and worked directly under the Chief Signal Officer of the Luftflctte 
Staff. 


In Smolensk there was also a Genian Arqjr SIS regiment. T iis regiment , in 
addition to its other duties, also cowered Russian Air Force traffic. 7 e rare rage 
of air traffic ty this regiment was even greater than that of the Luftwaffe SIS, 
Every effort was made ty the battalion to rectify this matter, and in the course 
cf four nonths this w-s accomplished through addition -1 intercept personnel, trans- 
fer of the intercept site to an area of better reception, retr .ining of parses ael, 
-nd re or ni zu ti on of -nd closer co-operation between the evaluation, ie:.- ring 
rad intercept elements. In September of 19i2, the **nry SIS ceased mom torrnr 
Russian -air Force traffic, 1 intelligence reports on the Russian -air Farce 

wre handled try the b^tt^lion. 


The coverage of the battalion, increased so rapidly that, in a very s, ert time, 
it was unable to cover all j<x-ui1aae:.ts without having again to increase personnel 


and 


These ca- itLients arose : ra . air-to-ground trafiic, ,:-c . up :: 


this time had not been covered. It necessitated the creation of a D/F network, 3/T 
out-stations, and a fighter warnirt service for German lon t . ran^ reco:..aiss nee. 


The ensuin^ requests for adcJLtioru-1 persoiuiel .nd equipment were grantee, in most 


cases 


and 


value attached to SIS reports. -*t this time the battalion cccprised two intercept 


OGupunies nd one ev Inaticn 


't V 


• t 


L ci uirt* L U* 1 .* ~ J *1 uxtj i.lt'L'i. JLC } 


«ri 


the other two had only <x lriinijiTiuii oi veiiicleu. 
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Tier, vie bulge in the Gem i line . . ^ ir.i if w-s eliminated ly lie 


kaaslaM, ti* battalion, together with the new rensaed luftflc-te £, aon *c 
Itsu in August of 1943, ard. f curvet;, days later agt_n ~cveu ; i vis m e t“ • re :, 


In Minsk the battalion was ideally* located in - large school, and enj^fei 
excellent radio reception* The i*ove was aade in echelons, and coverage at Bniuri an 
traffic was carried on during the move * The battalion functioned very saoctvly, 
and took very little time to became canple tely operational at the new location. 
^See Figure Ho* 4) 


In October, 1943, in I'-insk, the battalion received a fourth caupaiy. Tads 
intercept caq>azy was formerly with a Iliegerkorps on the southern sector, and was 
fully mobile* The addition of this intercept caapary enabled the use of fifty- 
five receive re on Russian M/~ traffic* 


Sach of the canpanies in the battalion had its allotted work. The 1st 3 ^ 7 
was charged with all deciphering arid evaluation* The 2nd canpary was assignee 


coverage of Russian Air Force point-to-point networks* Between 500-9X aeas&ges 


were intercepted daily, which were processed by the 1st Canp-ny and read with 
ob-70^o success* The 3rd Caup^iy xuanitored Russian long range bomber traf~_ _c . 

For fighter trafiic B/l out-stations of this coup ary were attached to German fighter 
units and worked at the latters* bases. The 4 th Compary monitored the Russian air 
defense units (PVO). This involved »V/l *nd I^T traffic of the Russian fighter 
defending critical railway Junctions ana industrial oenters. Also monitored were 


the flak and air raid warning networks, r-^-io beacons, and 


A - ~ 


. The fy 7 ? aut- 


s tat ions also warned Genian long-range reconnaissance aircraft of the approach of 
Russian firivters. The work in Minsk continued for about ten uemths, and 





successful. 
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UJmm, 1544, the 



- LaftTlette 6 fra: kineJc to Was 


4 • 


xo the Ticisitr bmtm, T ~± le th er e . a fj 


a 



lr,-eo f 


• \ 


Piaire Ho. 5) 


The chain of conutnd of SIS battalions, generally, was changed, several t iia ea 
durin^ the course of the war earnout attain! ng» however, a acxtisf<*ctary solatiafu 


2ven the final reorganization into S 


with 



strati ve caauands over then, did not prove at all successful 


i L-fcflotten several ti^ea at. 


The 2 f s of the Pile, erkorps 


the 5 units serving theu placed under t *eir control, rather c ar. 




r wn-t cf 


the - - Ti 1 Corps, since these units wre their priiae source of inteli-_ nie. The 
re-Uz ition of such a pla:., which nat-ral^- et with stiff resists nc . 

quarters, might have h*d - dct.i eat-1 effect on the work of SIS, c: a not 

Inccnsilfble part of trls service voted itself tc the interests of - 


units rather than to those cf the j^2*s. moreover, an SIS battalion with - "e 
r-dio receivers, D/F's and other si* 7 v-l e uipL .ent, would have proved too . .uch of 
a technical problem for an **-2. 


n 


he SIS Battalion, L-st , grew, with the ircreased volume of Hus si r. tr^fidc, 


'out frou the very first w^s always able to solve the intricate problet-s - re- 
sented- Lack of c -ution vr-s in no small way responsible for mary pros! gas , and 
the followin w illustrates the point. certain (deman *;,ener 1, in a public inter- 


Hus ai an 


troops 


Ruasi -n forces, obtained from sign 1 intelligence. The effect cf this interview 


was directly- .sit by the SIS, as sue., declarations inevitably crou^ht out a 
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of Bussi m codes, etc. Despite these difficulties, 


_• to mi n nt ill problns, owiwg large]/ to the feet . frao 
it boa followed the en any Boat close ly, -ai mould >*gain pics up tae 
lowing even drastic changes. 


the SI5 




The battalion was always given toe utmost consideration in its e tuipuent -od 
personnel needs, by the Luftflotte* Severed ti es the Luftflotte caBs nder hineelf 
owe to the assistance of the battalion, owing to his great interest in the work. 


n. Operations 

1. Intercept Cover 

It was found that by giving t e intercept caapunies * special ^rea and 
•ype of eneey trsfiic to work on, they bee ue rdghly efficient -nd uevelcced a 
real spirit of competition tnat roved most useful in this work. 


The following types of traffic were covered: 


a, Point-to-point traf.ic of vie Ruasi n air armies. On the central sector t ere 
were 25 W/T receivers for the Russian point-to-point networks; 15 se-rc:. sets 
were used to locate new and changed frequencies. One receiver was used tc cover 
a mu all group of rather unimportant networks. This Mission pcricmed by 
one W/T intercept ccmpajy, which dud not have its own evaluation section. 





traff 


defense units. This traffic c 


prised networks of Russian fighter divisions, flak, ana air raid warning ser- 


• T .ere were 10 receivers of another n/T canpary allotted to this task 
company also covered the B/Z of trie Russian defensive filter arm, and 

dexachiiimio of tiurcc n four sets, manned ty Ru^si n-speak±np’ oner** 
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_t three air bases ujec by 3**"&an long 


non, tine coco 

«|ii?:€d to do its own 




r 3 


- V 


3CCi 


c , Air-to-ground traffic (V?) of ? .-saian lor^ range ba-bers £X j . 


receivers were allotted to this trafiic during periods o: aai 

sddlt. :.l ID receivers iere used tc cover the point-to-point networks an 
which operational orders were transmitted. These duties were z - ad ly 

<* third Vf/ T intercept ccupaxy, which also bed its own evaluation se 


Ai r- 1 o- ground B/± tmf . i c of Thtoslsr fighters -nd fighter baleri. The c 


paqr that perforued this work na :r _ . : :en d tea:*s of mb aai st 


advn:iced deman fi^l.t . 




se i ■- ,..s, po^se^iing six radio seta 


nussi-n speaking ape irs, were se;.*. to fighter Grug en, and 


A 


directly with these 




■.s .rure -Iso sent to tr.e 




^ T ▼ 

1 • - 


evaluation cacjpary for incor . the overall intelligence 


The battalion ha ..t _ of 111 receivers, the majority of 


-l*ays in opera tier- 


i 


For tf/T intercept the radio reoeiver, type 'V , was used; however, t-.ere 
was a shortage of this type, so : - * ~ - n ’i" (pack set^ was . Iso use-, 3c: . these 
sets were standard Luft.^:*e equipment. The type r, '} M was not as efficient as tbs 


"-a" f in that it did not possess selectivity of the latter. For >/- intercept, the 


hr C receiver was used. Thef* were few power-operated "1" receivers used on 
this sector, but these sets were not generally liked by the operators. It w-s 


_ rr* 


v - 


zr~'±2JL : re ^^OiMd by letting the operators pick their 

set i- wil tills was -nc where p os si bio. ~ ** ' 


* * 
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X mmx :f the r»uio seta icr? . JtoM to he ooer * ~ Hry eel 

- - .cad reasons tr£3.: . * " rr= . - to rr: - Uv:r/ 5- - 

100 volt s torey batteries taken fra les. Too batteries ssre smA 

set f one being charged wldle the other sus bei:._ 


2 W D/? Operations 

The battalion had fire M/z b/F's, 
ttree r— i.r Interce pt This mrier 



5/- I -"*3, three K ? I* r’s 

not ieei.ed aaeqaate :cr t 


3. Evaluation. 

a) Traffic and Lo, knaj -sis : - ? i7 .k. ::3n. 

These sections, roiled together * .d headed by 

VT traffic and o^ll-signs. The/ 1 _ _ _,ced fjrequencie 

intercept units. 




• Ati 

M^W « 


b) Cryptanalysis 

V 

The deciphering section was also headed by an officer. It 


- .tercepted messages anu developed new :r; t -re: lytic techniques. 


m 

c) Contents Evaluation. 

Tfiis section analyse- : e contents of i >es sages :mc ... — :.t — re 


uu ttjLa imurottuon rcieiTirv; to oruer c: ttie, location or airTielus, 

, etc., and passed this information on to the Id;, i evaluation 




Final Evaluatio n. 

- - - _ action - 1 i. - by the b ti lion. 




i 
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.» for inL.edii 





security purposes the use of r « I A— i ie I. Excellent Tire cossriert x 

existed froa the out-stations to the evaluation ccop rjy, -nd fro:., the battalion tc 
higher headquarters . Each out-station had a teletype link with the battalion, -s 
well as u stand-by r^dio channel. The battalion v/^s equipped Yfith a large telephone 
switch board, with trunk service to out-stations -nd tiigher he<-dquurters. The 

battalion had a number of direct lines, wlich were lines to Loitiiotie 

SIS Regiuent, East, Refer-t D of the Chi-Stelle, and to the ne treat Luftw.ffe ex- 
change. 


The battalion ha^ its own telet^*pe installation with both stand-rd :dsv\e- 


wri ter s ^txii te le t i e — exu nc x a nes • — — hs re ox e o. jl n wo *. le U ’.4 . W 1 1 ' A . — — . • > 


- 


and to the s^eci-1 SIS teletype r — 


Vir 1 


xetwor. . . ... -V- '.r netA'aric rovi^et. -GLiii-ur— c lion 


ith the Chi -a telle, re gLaem 1 he .dqu«*rt :i, uid the otSiei two batta 

egiiaent. 


Ap 


A ^ T 

W vi 4 V 


During raids of the 1 _ - :i; lon t ^ r tl e bain era, pv-n. -.^ut telephone con- 

nections were established to the other batt lions over » distance of 30C— 500 Fin 
w:dch were . . .nt -ined for the dor ttir of the raid. 


A battalion si^n 1 of. leer w_' appointed to -e respon; le : or the s ooth 
functioning of all signal caaidunic ati on, including the distribution of cipher 
systeus. He was usually the co xunln^ ofiiccr of one o: the intercept colt nies, 
since these caLip-.niea possessed ti*c « re. iter port o: the signal equipment. 


!■ 1 


A technical inspector i .j ttulion 


-i- <nr* 


in c ion with the r li ? 
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repair sergeants of the intercept caqpAnies, iris responsible for ^11 signal 
maintenance and repair. 



hr v 



a) It was found that operations were performed most efficiently v/hen the 
battalion could be centrally located and long lines of col-, uni cat ion were net 
needed to out-stations, D/F stations, higher headquarters, etc. 


b) Moves of the battalion always adversely*- affected operations, nd it 
would have been more advantageous to allow the battalion to remain in one location, 
and provide special circuits -nd an SIS liaison officer to the **-2 of the Luft- 
flotte, instead of insisting that the b itt -lion be in the im.ediate vicinity cf the 
Luftflotte. 


• Liaison. 


1. ifitli Neighboring isatt-JLions of the S 

Close liaison between battalions was of extreme inruortance as there was 


always an overlapping of intercept cover 


proper 


ant Taints 


were cleared up, ^nd valuable information exch-nged on new traffic, uiioc-te-i 


stations, cryptanalytic 


2. With Combat Units 


, etc. An example of the import lace of : — s ii te 


liaison was found in those cases where Russian bcubers flew throu - -ere -n one 
battalion sector. 


aj Bcmbers 


When Russian defensive night fighter activity commenced in the summer 
of 1 3Wb> oiie of the battalion's out-stations eg.n to uionitor the H/T 



volvcd, in order m 






• i • • ? • • • 

• » * * * 


u 1 1 * U l*C* 


V / \ I « * • 

i vjr o 


> I 



i 
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interception* However, the Russians made very little progress in the developiae 
of GCI control, nd even by the end of the war had not mastered its intricacies 


Most of the traffic intercepted 1 y the IV” out- station proved to be 
unimportant training traffic# However, this traffic did serve the purpose of 
providing an insight into the clunsy attempts by the Russians to vector their 
night fighters through radar control# Collateral intelligence -Iso bore witness 
to their inefficiency# 


b) German Niiht Fighter Units 

Co-operation with the German night fighter arm on the centr 1 sector 


good 


The SIS batt -lion 


intained a liaison officer 


the 


night fighter control who received al_ signal intelligence d.ita relating to fixes. 


course, strength, .nd probable targets of Russian baibers. Considering the ucity 


of Russian long r; 


bombin missions, the results obtained were quite 


ctory 


during 


aI3, Genian night fighters .vere -ble to shoot dovm 1 U Russian ba..bers out of IOC 
that p-rticipated in the r ia. During their next attack the Russian boucers a.in 


tained the strictest r .uio silence, .n inode tion that they realized the : 


for 


their previous losses. 


c ) Long Ran, e ieconn.-issanee 7nita 


a fighter warning service «r. s aintained, similar to these in the neat 
and bouth, to advise reconnaissance crews of impending attack fro Russian fignters 
The source of intelligence for this service was the prolific Russian fighter L/T 
traffic, but ccx.ared to the fighter warning services in the other two the-tres, 
it w * 3 rather uri;*dtive. 
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d) Day Fighters 


A 3 it w *3 elsewhere, the support of Ger .an d.y fighters .v.s cnc of the 


primary functions 


For this 


reason, a policy of close co-operation was careftilly nurtured on both sides. SIS 
out-stations, ccBdanoed by an officer, and attached to fighter Geschwuder or Grup- 
pen, usually maintained their operations roa.i in the same building the fighter 
control. By se&ns of direct liaison between the commanding officer of the SIS 


unit and the fighter control chief, all operational matters to which signal intel- 
ligence might pert-in were discussed. Si^^ial intelligence served to instruct German 
fighter nilats on the combat tactics of Russi n fi. liters ami. firhter bombers. 


3. With Luftflotte Headquarters. 


In the East it was particularly difficult for the A-2 of the Luftflotte 
to obtain information on the enemy situation. Reliable agents 1 reports .ere few 


-nd far 


i and photogr -phic intelligence was seldom accurate, owing to excel- 


lent camouflage of which the Russi 11 s were . .asters. Moreover, it was de endent on 
the weather and toward the end of the war w.*s rendered more ^difficult by i stiffening 
of the Russian air defense. That the was, nevertheless, able to boast an accurate 
picture of the eneiiy situation at *11 tL.es w-s the result of the work of the SIS. 

It is only natural > therefore, that every t ing conceivable was done to further close 
li i3on between the a- 2 md the SIS battalion. 


The battalion sent one of its most capable Junior oflicers to the office 
of the Luftflotte xv-2 to an SIS liaison officer. The 1 -tter usually hid a direct 
telephone line to the b-tt lion's final evaluation section. 


hi t /—• 0-m ^ 0-t \ T mm • * . .»«1r 

*lo^lu O r wV . JLU ^iUii i/Ul k) 


the 


• i 


^ i . . 


a. I 


j-itv iuacu Xi\o bv ct-lion in the 


istnbution oi *11 u.*iJLy i c p o rt s a**. appreciations rcparcc >.y tus office. 


These 


included: 


TOP SEC RE 
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A list of all missions flown by the Luftflotte, including 
results* 

A list of all hostile aircraft plotted by radar an visual 
observation. 

Coverage of airfields by photo reconnaissance. 

Locations of radio stations and radar installations fraa 
photo reconnaissance. 

A report of the ground situation as issued by the Arty. 

P./I reports of Russian air crews. 


Russian airborne radio operators were interrogated by the batt lions t first md, 
and all captured documents dealing with Russian sign-1 matters were sent to the 
battalion. 


Tiie fumishin^ of all this important coll teral intelligence to the SIS 

• | 

battalion greatly f~a-ilitateu its evaluation work. Thus, those situations were 
obviated where the SIS ev luation section might wrack its brain over - problem 

which had already been clarified by accurate PW testimony. -dso the an: lysis 

* 

of Russian rauio traffic, intercepted in conjunction with a German att-ck, was 
simplified if exact details concerning this German attack were available to the 
evaluation comparer. 


On the other h na, -11 intelligence obtained \rj the b ttal^on was passed to 
the a- 2 by the SIS liaison officer, -d 1800 hours d ily a secret SIS import was 
prepared. by a speci.il ev luator. This report w s sent by courier to the Luitflotte 
where it vns aval la" le for the 0a_ ending Gener 1*3 w r roa conference, yrtiich took 
place each evening. ,.esj ges of tactic. 1 Lrport, of course, were passed to the 
Luftflotte as soon as they ./ere obt lined. On the basis of these daily reports, 


\ . • Ml 

^ 1 •- : !_* • t j ~ 


I ^ • « • a t • « i t 




; a 


i 

I i 


U . 4 .. 

> . 1 


VA . • 


• ) t 

V>' • 

• 4 • kl u. 


\ * k L 

in 

V- . ; 

- i •• * i 
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energy 


lnttlligBoce available, fanned the b^sis for an caeu intelligence re ort prepared 


t jy the -**-2, and distributed to tactical units without revealing the sources of the 
material. Eighty percent of the contents of this report was derived from signal 


intelligence. 


The cLily ^nd fortnightly reports of the att lion were iso sent by 
teletype to regimental headquarters -nd to Referat D of the Chi— S telle. 

IV. Conclusions. 

SIS in the East was the prine source enei.y intelligence, Reports of the 
movement of Russian air units, special concentr Lions, -nd warning of iiqpending 
attac s could always be ti ely ana .ccur -tely stated. There ..ere no in ort ant 
Russian attacks the preparations for which were not recognized early by the SIS. 


Strength, availability of fuel -n . a munition, servic eability of airfields, 

» 

as well as impending attacks on r-ilv/ pu, bridges, etc., \/ere determined - ran 
decoded messages. The SIS on sever-1 occasions w-s ble to predict in advance the 


c*nd 


n 


over the Ru3si -ri lines, 


ana also at which airfields these units v/oul . 1 wii, c..., Polu.va. 


The work of the R/T out-stations 
re3oonsible :or the shoot in uown o;' 

A w> 

sector. 


wi t h 
over 


Ge:vum l ighter Ger 
1000 Rims> w i aircr 


■hv/ciuer wu^ -lone 
ft on tlie central 


Recon . -iss nee crews often called the b t tali on by telephone after landing* nd 
expressed their thanks fo r the aerv.ee rendered b the SIS, stating th t without 


i 


^hia assist mce tlie^ ,/uux'- Lave been unable to complete their Mission nd return 


to base saiely. 


TUP 


EORL I 
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The success of the SIS on the central sector of the Russian Front was based on 

the esprit de carps of its officers am iien, the iaa^orit of whcu were highly 

• • « • • • 

trained epecialista doing vfork in wh_.ch they were absorbed. Care was taken to 
provide the personnel with appropriate rest periods and diversion, in order to 
saint &in morale. 
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During the first period of the war. reports 


to higher cat .md-irs th -t 


only 


miq uas nf +-K 


• loiter this situation ciiari 


j . 

wm>jt 


UU uCjLLOyg XII 


the SIS IspUcitly, end hailed it a. the most reliable and opulent source of enoqy 
intelligence. 
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THE SOUTHERN SECTOR 


* 

Captain Wadin Herold, 

C,0., 3rd Bn#, 353rd Regiment, East 

Luf twufi e SIS 


I# Organization and Development, 

1# Origins in the East, 

The development of the Luftwafre SIS in the East began in 1536 with fixed 


intercept and D/p stations, which were canned by civilian personnel, The first 


stations in the East were Glindow, near Berlin, ^nc 


Pulsnitz, near Dx^esden. La 


ter 


on, Kobbelbude, ne^r Koenigsberg, and Breslau were added. The first operational 
territories wei'e Czechoslovak! , Pol ind nd Soviet Russia, Refer it l) of the Cr~- 
Stell.e in Berlin was in charge of the oIS of the il-st. 


% 

2 • Bevel opient on the Southern Sector to the Outbreak oi the Russo-German nar 
-after the n -*nschlu3s” with -Austria, the Austrian oIS was t fen over by the 
Luftwaffe and inoorxoorated into its Signal Intelligence Service, -austrian per- 
sonnel was used mainly at two new stations, W-Leit q., in Vienna and w- 14, in 
Hirschstuetten, near Vienna, SIS stations in Hungary were organized in October, 
1933, under the cover none "Operation Stephan” • In the spring of 1935, all SIS 
stations were organized as a battalion under W-Leit A# After the fondng of the 
Luftflotte Signal Regbacnt, the 3rd butt ^lion of tliis regiment became an 
battalion. At the begiiudng of the war , the following units comprised the bat- 


talion: 
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W-Leit 4, the evaluation oonpajy 

l.SJS CaMiofr^ (mobile) 

mm* 

• • 

3 Fixed SIS stations. 



• • 


company wa s 



SIS 


stations. There was no central training of SIS intercept operators. 
The battalion, therefore, instructed recruits during their training for the 
special tasks of the SIS. Fran this newly tr-ined personnel a second 313 cod- 


paiy 


Later on, sr. STS school for the battalion 


maintained 





Radio operators allotted to the battalion received their special trainin 0 there 

the Soviet Union, Czechoslovakia (until i-larch, 1939; , 


The battalion c 

Jugoslavia, Runiiniu, Greece and Turkey, /ill these monitoring operations, with 
the exception of Turkey which was handled by ca..poiy iri Const^nt^, were ^cne 
for Luftflotte 4« The main points of the observation centered around the im- 
pending militaiy operations. 



e Czechoslovakia, weather traffic, safety service networks, and sa::e 
artillery fire-control traffic, v/ere intercepted. The order of butvle of the 


Czech idr ¥ 


ami the extent of occupation of their aj 
tion of Czechoslovakia, it wac interesl 



kne 



d had deciphered a Wehrmncht code (ru^jiischluessel) , and was reading it easily. 


Consequently, there followed 
grade codes. 


>1 Cr 


uter lindtution in the use of WehrLuicht lcr^ 


In Ku. rda, ' ir force traffic and the police networks were monitored. The 


police coue w~s broken, out t e repoz'ts cont ineu therein were of no interest* 


llonitorinj of Rumania ce .acd in the spring of 1941, .ana Wets not resumed unti 
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I the defection of that country in aunrner of 19M*-. 



• * •• •• •••• 


tfrcLffioni torlng o ?; /Turkey Tfaa. a Strength, JMd. .dm>. i ny „ '.ent or its » 


known, and its codes 


Turkish 


cepted. 


Special attention was paid to the Soviet Union, and veiy early the results 
of this monitoring gave valuable information to the -^-2 of Luftflotte When 
the war started, the SIS on the southern sector was prepared, ami lived up to all 
expectations. 


H« Operations. 

1« The War in Poland and the Balkans. 

These campaigns s^w no concerted action on the ptU’t of the whole battalion. 


After c deletion of the c-mp^ign ug dnst Poland, one coiipa ry was attached to Luit- 


fiotte It returnee to the battalion at tne beginning of the war v/ith Russia. 


a) Polish Garapidm. 

No change took place in the fixed SIS stations. One mobile caiipaiy, 
and a special detachment of tl*e Chi-Stelle, were used in Poland. The results were 
meagre. The weather ~nd safety service networks revealed little intelligence other 
than which airfields were being used. Sometimes artillery fire-control traffic 
intercepted on W/T or li/T. 


b) The Cnjjpai; jx in Jugoslavia. 

The Jugoslavian /dr Force was monitored by two fixed SIS stations :.nd 
compary. They won the first successes for the SIS in the Southeast. The 


Jugoslavian Air Force coue was ijntown, *nu all traffic coula be read during the 

entire cuupai^jn, a resuit ol’ SIS efforts, all Jugosl vian operations were 
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known ty the Luftwafi e Ugh Canaand sufficiently in advance to take count er- 


ne a sure 3 . 



o) The Caupalpii in Greece. 


One fixed SIS station and one company* reinforced by the SIS canpary 
of Fliegerkorps VIII, monitored Greece. The Greek *»ir Force codes were known, 
and operations were successfully covered. 




d) In summarizing, it c^n be said th^t in all of these caLip.d^ns the 

1 

pro 11 ml intelligence furnished. t y the SIS was the litter's prihie contribution. 
During the cai-p&igns the SIS ^lso furnished valuable in- or. i tion to the high Com- 
mand, and it bec^ae evident, despite the shortness of the c .a.paigns, th t SIS was 


an important and incisyensible intelligence gentry. 




nonit or 


The War Ajryiinat Russia 

The mission of the battalion, 

the Russian Air Force in the 


t the beginning of the c 4i tp iign, was to 
-re - of Luftflotte 4# The following SIS 


units ./ere used: 



W-Leit 4. 

Four SIS canp-nies. 

One fixed SIS station. 


The b^tt^lion Iso h^d oper ational control of the SIS caaj nlea cf the Fli^ 
korps . these Flie^rkorps companies ere assigned to, and uoved with the Flie 
korpu, and tins caused i.iar\y disturbing situations;. The request of the SIS to 
incorporate these Fliegerkor s companies into the oIS b .tt don was uet by t..e 




"j - ' * Qii 4, . iw 


JT .1^ the lijperkorp*, nd ^:j.u not matari _i.se , 


i on the southern sector, until the su.s-ier of 1944. 
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At the beginning of the war, the battalion had 90 ff/T receivers in oper- 


H AM -» • 

w ^uli, n.u.cu 


•• cii u qtA. 


W W W -*• ^ ak Wl,* V • 


The ;<:c 


» . . . » 

O ^ Ui LL w * — 


' C?1 A 


• 1 A- 1 

^ V >&4 Oa w k*W 


' > - ' r»^ r 1 ^ 

*-•» - » * * . — w »«J 






V #. » A 



• » • . • . i • .« » 




of the battalion m. de centralized control very difficult, l or this reason 11 
mobile companies of the battalion were concentrated in Nilcolayev in September, 
1941, -nd remained with Luftflotte 4 for the rest of the war. The b ttalion 
moved freu there to ilariqpol in the silver of 19A2- nd fran there, in turn, in 



the same ye~r, to Kislovodsk. Due to the impractibility of administering the 
n nrrjrt . .niefl located near Rzeszow -nri Constanta, because of the distance involved, 
they were transferred to the Chi-Stelle battalion. During the Cerm-n retreat, the 
batt lion moved b-ck to Lariopol in January, 1943; a moat . later it moved to 
Krivd-rog, -nd in April, 1943 to Kamenskaia, to ii*3ure better cajaunication with 
the Luftflotte. By the f ill of 1943, it was back to Nikolay ev. (See Figore No. 4 and 


5). 



> 


The SIS battalion of Luftflotte "Don”, which h d been ctivted in the 

fall of 1942, w-s dissolved in Jeceaber, 1943. One of its companies w:s te^or- 

. 

arily at taoh o d to the SIS c — cm of Lu: tf lotte 4. y Februaiy 194—, t..e bat- 
talion hud re-cued 0de3s , hut ena.y pressure required . i\x rt ;cr move to ;>ac u. 


Rumania. Ca.-.uni cation m.::ic.ltie3 prompted mother move to Debrecen, xrngaiy. 


in April, 1944. 


A MW 


stmt., were returned to 


** 4 + T ^ - 

X ui UWU bi4V^ iJ * W W 


* 

r.i On A 4 * + ■ a 

^4 U. 0 wo WU‘« 

r, ^ ^ 

. • . • » • * « ’• - A ^ f 4 

- AA - ^ fwW A t>iS ^ 1 Sl4. 

0 h rf, ^ "1 ^ 

Of 1U VJXU W4 . 


• n 

m ^ 

he 

b tt ilioaa in 

the s _ :.;cr of 1944 • Freqp ni 

• 

■A- ♦ ^ T - -■ 

w w ^ w 0 — w 

t ii—i tiW to . i a, 

- 9 r /ieirna. One 

cum; -iy »yas 

1 . n 

ICx 

t wi th 


This was done to assure immediate Intelligence to the Luftflotte 


the Luftf lotte. 

so ti*at it co.J.d undert J:e pra.pt counter, e ^sures .3 require . . . .u the -a : ry 

moved with the battalion, this service could nc have been slendered, .s ca-^uiii cation 


over ion. diet nces w s most difficult nu frequently ’opted. 


the of 
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_ ;d to loisrj: 


r _ 5 - 




- -In/ 19 ^ 1 * 


*^1 ^ 


?eased &t 1200 hours on 8 Lay 191*5 • 



3 . Is tails cf Iterations. 
a Interception. Gener 


r ns aom; 


[ of fixe:, f r ency bands, -it first alloc - d to 


* > . 


iiapractical and ms t ery ac.n abandoned* Thereafter e cxer *.:r 



finite network to ccv;; 


This enabled the operator to 


tne characteristic tone of the eneqy transLiission, and " fi3t n of the 


operators, even though the frequencies -jxi l^-si^yis haa bev.n ch .nged. 


- -..S *-W. 


siaersbly facilitated the work of the traffic analysis section. Search receiver; 


re operated ever certain frequency The monitoring of radio be ... 


long range bcLiber formations w s done with receivers assigned especially for 



b) Direction Finding. 

~\t the begin-aing oi . . Russia, there 'Ire ]y existe 


V4 Wi ^ 


ec 


H/F network, which, however, te and had to be rtr 1 se . 


use cf tie . .obile Adcock (.<- ' , h coul be ...ove according to reqiirements, i 


good I^F base line \r^o speedily established. 


In order that tlds net rork i iction efficiently, - system of control 
hid to be revised. In the begln:u.n, , . ver ' D/f worked independently, being as- 
w-.jued _ts - r-yjts y the ne. rest inter - t station. f lhis resulted in line be..rinjs 


only being taken, ind, in consequence, fixed were very r.me. It vr^s soon 

found that centralized control of the E/F'b h d to be brought ibout in order to acldeve 


• .► 


a .^ts. lie cor:; unit ati< *n w i cst blished to tae D/F stations, since 



..A 


«i 


iro CCL. UT—Catloj ./ . tea 1 .1 i. *i03.liale 


iiL -t , .lion ..sal neh t r r ts to 

% • w i 
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Ifc? j/P — % , which repart«d th* 



• ♦ . * 4 



tJf x control . - 


The hctvilian therefore worked out * 


* • 



— i 


1/F control procedure, whicn later 


to be 


over tae whole Baa tern Front, ’Targets averaged aprrorii^iteiy 300 per 


lay, reacting in about 80 useful fixes. The D/F control procedure proved es_&da3Jy 


i " iy f - mg appr ove nine 


tiona. 






In the fall of 194- , the Q^F out-stations received on additional Adcock 


I be use of t«vG 'D/F'z h— 


• r nelng advint^res: 


1# A greater degree of accuracy, 

2. Point-to-point and air-to-ground traffic could be covered 
at the same time, 

3* One D/F could work at ~1I tL.es despite frequent moves. 


The D/F-ing of 17? traf_-c was done at first by IiF close-range _ s, 
of Csech manufacture, and by t .e Semen FN 57H, neither of which was successful. 


sa -isfactorily U3ed in fy^T D/j -in^. 


m n c ny 

- * w • V - 


Later on, -ndcock installations were 

l/r stations were manned by ixrrsoiriel : : ol t.;e olo ccn sanies of the 
T .e V* intercept stations of th^ Italian were ^ so equipped with ^cocks. Speedy 
operation wa3 particularly essential because of the brevity of ene:.y fighter and 


bomber 


Trans issions of _ results by iY/'T was too slow, telephone 


necessary 


Fliegerkorps or Luftflotte, 



The battalion had no k/r D/F's, The anfety service D/F uetuch. .ents of 
the Luftflotte provided iry necessary bearings on Soviet r-uio beacons. Requests 

for bearings were transiuittec on 7 ? to the inbividn 1 jj/ det:c....ents by the safe 


ty 


service control, Kon-cajauissiuneu ofiicers, on detached service fran the batt lion, 
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tfef l/P wtrok. ant 


valuation of result* 


f/t latere e tion on t he . itfcorn sector of t « Eastern Front 
1 ■tenel tti ^ j pursued until the spring cf 194-3* Previous intercept 


& 


Isa Air orce L.et only sli - success in contrast to the nortnem v «*sri ngrl, 


tra.1 (koecosr) sectors. 


ground) permitted success 


s 1 


volumes of x/l traffic (air-t 


operation. Russian fighter and fi :.t:r 1 


in the south visre pccrl equip * , ^nd in the beginning maxgr Missions 
flown without ary radio equcLpaent. 


Luftwaffe r/T intercept out-3tavions on the Crimean Peninsula, *nd 
in the Caucasus, had only insi ,nificant success. Russian ground lorces, on the 
other hand, used R/H a great deal, and. this traffic was monitored by the inter- 


cept companies of the German Anry. Only upon request of id her hea 
the SI3 units of the Luftwaffe :.onitor Russian Airy Ity^T, as, for example, during 
the Kerch offensive. The first fighter units of the Russian -vir rorce to use 

T to a considerable extent operate, over the Kuban bridgehead inilay, 19-3 . These 
-drerft were equipped with tr i-s dtter3 and * uch dr-to-air and air-to-ground tr af- 


fic took place. Here 313 P/ interceptors on the southern sector ha^ t eir . irst 
real success. The out-stations *»/ere loc -te . on trie irfields of fi glider urdts. 

The strength of the out-st *tions varied, 1 though, 3 a 4 .dru,:iuia, four receivers 
ger„er-~ly were ei^ployed. Evaluation was undertaken in the fighter control center 
u.nd findings imedi itely passed on to e auty officer. T..e batt .lion cer.tr 1 
evaluation section c^„ecte.. 1_ . . crtl, r.-l, based on research *nd .. lysis, gave 


TV 


re oj. c t x ons o: 




r* * if - * 




t .tions. Traffic d— t.i 


pile- . c. v/ccl- ir. — v-nce r. . jive _o the out- - 1 - - _ ana . 


I 
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d) Radar Interception. 


Radar intcrce tion atiirted in the suzaer of 15*0, o ;ae enety 'a lnr 


•• t * • » . ► » 


tent ion to increase his use of radar was anticipated. Successes were insignificant, 


Russians 


kept pace with the development 


Saae installations 


re plotted however. In soue Russian radio tr .ffic, radar installations were re- 


ferred to as "l^cric ns". It was a:*r-n^ed that a ditional racL-r intercept-coverage 
was to begin in July, 1944, frau RuLianian territory. The collapse of ilcnania pre- 
vented this, nd the inst .11 vtion was destroyed before the Genian retre t. So, 



interception was not further a.guented as the a tail 
lations did not warr nt the effort. 


.jer of Russian r dar install 



e) Traffic + analysis 

The operation of the intercept receivers w s directed by the traffic 
analysts. Close-co-cperation was necessary between the intercept orer .tor and 
the traffic analyst. Tlie assistance of the operators in reco .struotinu -nd dia- 


£pra;.dng eneiy networks vr.s very successful. Such work encouraged the orer-ters 
to take an active interest .-r id it .dso helped the analysts. The t -six of the traf- 
fic analysis section were: 


To recon. the radio characteristics of the individual Russian 
air armies. 

The identification of err; y radio networks and their interrelation 
sliip, 

The identification of c -li-si^ia, and reconstruction of call-si a 
lists. 


Cryptanalysis 

Cryj tanalysis was r Used, and was pcr£ar •“ i..-. • h :t. t 




he *d<xiarters, in the case of the SIS coup, inies of the i’li erkoorps and special 


independent 
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me ex 


; ut n-Vsis section t the’ battalion heucqu rters ca ..id-sea 50-60 persons. -HI 


•* • • •., 


k «.» 


coces^ exception of trie p-figurc 


* - • 4 

WVAO V. W MM — » w. . — . . ‘v . , *-* 4 i — 


a ^ • • 

«“**'» ▼ T *i r • v 




k X A 


* X ■ • » W « 


dei>th of traffic were avuila' le. 


great number or codes were useu on the southern 




sector of the Eastern Front, unu the/ we re mostly b^seu on the syste.. ol «■ 
reciphered with . simple substitution cipher, Ltoririo the course of the caut, i f ;n, 
difficulties in bre Idni these codes v/e re aggravated by the use of vari nts, un- 


stereotyped messages, *no various types of recipherment* Il-vertheless, t: e pos- 
sibility of solution alw ys remained. 





In j.atte.s of ci her syste:. :s on t e southern sector , in f *ct in the 
rfiu-io traf fic taken as wide, die influen e of the Russi-n sign 1 office, s w-s 


keenly ielt. ell disciplineu 


operators. complicated coaes, nu cleverly 


conceived procedure sipials characterized a good signal officer, -.*3 was demoiistrated 


and 


Coup lie 


it difficult for the eneuy idi.self, resulting in frequent requests for servicing 
of messages, involving repetitions r:u the re-e.ci lie ring of the s ume mess * es in 
different system* All of this f icilituteu SIS oryptanalytic work. In the southern 
sector, old codes which had not :>een used for seme time were often re-introduced wit 
a new recipherment syste;... It w-.s not possible to reco nize sucu coues ^ i_eui- tely. 
Only by breaking the recij'heruent and reconstructing the code bock w-.s the ol code 
again recognized. L.uciJLiie ciphers occasionally appeared on the southern sector, 
but owing to the small depth of traffic, .ere not analyzed. 



Z) Prisoner of War Interrogation and Captured Documents. 

Testimoiy of pri sonera was not used as a basis, but only as a confi 

of Z1Z repc to. non-ccL^dssioned 1L .ion office.:- worked with the PW 


interrogation Section of 1 • ftfl ette g to sc 


all material of value to the 
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Prisoners of special interest, particularly radio operators, we,re sent directly to 


the batfeilion by orue_ oi the 




d. Captured c re ws re mien ov^teu i;. bu - 


• # • • * • 


i' 


jSb^ ' 1 # \ i ■ k* r>% 

• /I 


personnel of the Tt/T out-stations, in order to obtain the prelates t possible imor- 


• bo v% 


frequencie 



were of particular interest to the SIS, 


and captured ene;y aircraft were the best pi use to find them. Steaming orders of 
Luftflotte Headquarters required all units to ex^aiine c -ptured enei.y c,ircr ft for 


SOI, and to forward trier., to the nearest SIS station. Scrap-paper and note bools 
of crew members often contained inr ortant sifjial and code data which v/ere not 
supposed to be taken ‘Ion* on flights. The -ircraft r^dio trans. itters ./ere es- 


pecially interesting bee us 

appeared on the face plate. 


of the crystal-control! ed frequencies often 






was linown of the Russian Signal Intelligence Service. 


it 


existed, however, ~ ke.. t hi lily secret. Scarcely/ ry c ptured r J-o operator 


% 


ary tiling about it. Once a .ember of the Russian SIo was c iptured in the area 


of Luftflotte A-, but he knew very little. It was known that German radio traffic 


was intercepted, k/F'eu and evaluated; cryptanalysis efforts had meagre results, 
and wre kept very secret even fra., the rest of the Russian bio personnel. Ger. an 
Tt/ r ±' was intercepted .:nd . ade -vail.^ble to the Russi n fighter commands • A 1 
Russian 3IS intercept station was su posed to a ve been located in ! on t ne 

southern sector, and a school existed in Ode^.i where Sib personnel underwent a 
two-year tr iinin, course. Sciie documents of the P.a3si n Jib were : -rought in Ixy 
a German -oTLy oIS canparv/ urlng the he:* ■ i offensive in 19b- . They shed very 
little lijat on the general picture. The c .ptured. documents showed that, in 


reneral, trie Russians worked on the u sis of tr flic nal/sis and i)/r ev 1 a ti 


on 


only. Results »/cr-- found to be correct in > rt, . frequencies nth c..^-ji 
of Ger... -n *n u Rumanian uidts were i'ouitd. The locations of 'ni^her Germ n -n l T>u mi^n 
cOMiadi, atp arently based upon D/F fixes, were inexact or entirely wron^,. 
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h) Final Evaluation 


tm r. 



tiateri-'l w«s nol/zed in tills section, .nu i nfar ^ -Ji on_gf tactical 


insert pas sad immediately tc higher he&dqiarters 


Daily i 


fortnightly reports, more strategic in nature, were also prepared. The following 
mre the duties of final evaluation in detail: 



Evaluation of clear text and deciphered messages. 
Gridsquare identifications. 

Evaluation of collateral intelligence. 

Maintenance of a situation map and extensive files. 
Daily and fortnightly reports. 



Liaison officers -nd non-ca.j dssioned of icers fraa the -r*rry SIS as- 
sisted in final evaluation, and maintained maps of the ground situ tion based on 
Amy reports. 



i) Sirjial CQ:j,iunioation. 

The establish :.ent of c era uni cation on the southern sector was - dif- 
ficult problem, since the -.ussi ui wire systej.* which were taken over were veiy 
inadequate. In consecjueiice, standby r do links were l > intaineu by the b^ttalion 


4- A 4"<> ^4 lr A n n vyr i) 2 r* ■*- 

mv a wv w W>.i m.J vu w y wu v 


r» 4 * *i & » 

IJ V^Wi. VI UJ 


«>n SIS cQiuuiiiijL network ir lie u. the u..otaj_Lon 


with Referat D, and the old battalions on the other two sectors. The battalion 
also w s ^ subscriber to t'ue caLHa>*jio network of Luftflotte and was authorized 


ary 


Later the battalion 


direct 


Security restricted 


the use of r**dio to rdniz.TLL... Tc inert': ^sc eryytogr ipliic se city, special SIS 

» r « . 

setting ("Heinrich" ) were used v.dth the "Enicjn." mi c ine. 
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The following wire caauuaication for the battalion was considered as 



- core 






r 








»• * 




\ *\ \ • i»*. 




• • 




A teletype line to Beferat D. 

A teletype line to Luftflotte 4* 

Two teletype lines to the nearest Luftwaffe exchange over 
which all sts units could to be reached. 



One telephone line was required to the Luftflotte, .nu two trunks to 

the nearest Luftwaffe exchange, <’p*r«tioe n l priority rr-s authorised for urgent 

calls. Conference calls with the out-stations could be arranged for the ryiick 

■ 

CQL*xmication of D/F and evaluation results. Voice frequency links (Richtverbindungj 
vere used in the Caucasus and at Muenzkirchen before completion of trie wire network* 



In conclusion it can be s^dd that the construction of wire ca.^-iini cation 
was very difi icult, but w^s eventually accoqplisheu, Lana- line ccLuuriicatior., wten 
the battalion was located at bebrecen and it Horn in the Vienn ... .rei, .. - _everel y 


disrupted by ^17. iec uir -tiicks. 



4* Cogent 3 , 

T .e forcing of RejLnent 353, *st, in the fal.i of 1944 proved .n unfortunate 
experiment, as poor canriunication die. net per -.t close co-oper ition 7c; <ecn the 


bat 


4--.1 ' 


c ns -nd the regiuent. H *d the re^i...ent been forced at ary earlier cUte, when 


criLunication was ; .ore adequate, it undoubtedly wuuiu have proved adv nxa^eous* 



It 


was re .-a; sea .s necessary t . - an exchange of results and operational 


techniques with the Chi- el.e, -3 a central collecting ‘jency, should take r Lice 


» F 


owever, the exer»*i 


— r t j P r»rv »t ' r 4- ’ _ ; 

L ‘ ^ * 1 1 ^ - HU* wi ^ v * t *.L >4 Lb w W — — . w •• W 


i. ^ T 

A w ^ ' 


owin o x <s iilst 3 involved. Co-c* tr :icn wit*', the ot SIS b f. 

eastern Front should i. .ve, and did, exist, 
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strength of intercept ahd evaluation caapanies, though 


^ - 


on paper, w*a dicta. 


canpajy 




£C£?"- ' r t f 


TT - s e nuipment. The eval— 

JL 

1 .<>f jjiza tion, 

Demand for radio sets also far exceeded the Table of Equipment* Personnel and 

% \ 

equipment Dee da depended so much on local operating conditions that allotments could 


not be standardised. 



The Russians, in developing their si#ral equip: exit , made very little 
progress as compared to the enemies of Gc nm *ry in the West# For this reason, the 
type intercept receivers used by the Luftwufie SIS on the Eastern Front proved 
adequate for the entire war# When replace ents were required, obsolete receivers 
v/hich h-d been discarded in the ./est proved sufficient. 



The Russians had only few r dar installations .rd even these were of for-i#i 
manufacture. here ^gain, discarded receivers fran the West proved lUecuate for 
intercept purposes. 



The German -»dcock D/F (**-70F) was not c*s good as it might have been. The 
need for efficient, mobile a D/F w^s definitely felt. When experiments were 
made in mobilizing the nr- /OF, echanic il trouble ensued nft*?r the first few moves. 


In the begi^* ’ r^, SIS methods rd techniques were enshrouded in the 
greatest secrecy, e n when dealing with the Luftflotte. It w-s found that this 
policy hampered the expedient tactic 1 use of signal intelligence. Security wa s 
therefore relaxed to a certain extent, nd st-fl’ of icers, particularly those in 
the ..-2 section, learned enough about STS methods to recognize its value in future 
planning. 
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It often occurred that loc;.l, district aid unit cocu.ianders, with no 
knorrl c d.re of the SIS^ attainted to use pe-’Sfuijiel of the n tt lion for otr-r t sLs, 



v • < • • • 


fran tne Luftflotte, and even Luftwaffe eadcuarters, were 
needed to prevent SIS personnel from being used for other details. 




HI. Liaison. 


1. With the A-2. 

Lidis on with the ^2 f s of the Luftflotte and Fliegerkorps was veiy close 


^2 f s soon recognized t at the SIS was one of the most important -nd reliable 
sources of enemy intelligence. At the beginning of the war in the E; st, it was 
found expedient to M3ign an SIS liaison officer to the to *.i intain an SIS 
situation map and to brief the A-2 twice daily on SIS results. Flash reports were 
passed to tie A-2 immediately. It was -I 30 the duty of the liaison officer to 


brief ccmhat units, and maintain ront ^ct with the A :w nd L .vy SIS. The SIS 
liaison officer! with the Fliegerkorps were often ci.-r^ea with preparing the 
situation reports. 





The i*-2, in turn, as si ste- the battalion by leaking available PAT intelligence 
photo intelligence, and other coilater-1 rnateri 1. Frequent visits to t .e fa a tt-lion 
strengthened his confidence in whe Sl~; tiie Ta.fViiLLS.ng Gener 1 anu. other ,;h- 
ranki officers followed his ex^apic. Coru»e uently, the b^tt-lion gained help nd 
supx^ort fra~ the Luftflotte in alj. administrative problems. 



2. i.’lth t e igv.y SIS 


Co-operation wit.. t .e Ari-y Sla on the southern sector existed at first 
with HAA3T 1, later Hi LwT 6 na 2, or^-:^zation -nd methods of v/:Lch were ^iiail^r 


to those ox* the l - e j i» >. 


U. O l w • • 


- - r 3 . — non-co . * of i jer- . i _ .ts 


% 

mutually exch -n e Ih.e nm.u>er of search receivers usee by the Ar.y was important 
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top secr: 



to tho Luftwaffe, as all enengr air force traffic intercepted by the ^uuy was for- 


warded to the ii> 




rie, oHms nexpxn; 


w : Ud t/ u -LJ.U 11 vO 


/>r>m 

WVA AWi 


dzs in the iis^ of 


m» » • . 



intercept acta. Generally the Luftwaffe SIS furnished more tactic 1 intelligence 
to the Jkn y than vice-versa, particularly during periods of silence on the part of 
the enei^y ground force a. As a rule, the Luftvr fie a IS was the first to 


recogni 


the forcing of hostile concentrations -nd to le rn of offensive intentions, and 


tiierefore was able to give 


information to the Amy. 





3# With the Navy SIS 

The German Navy had SIS stations in Const ants and Eupatoria, -which intex- 
cepted traffic of the Russi.-n Black Sea fleet, The cocies use^ by tliis fleet were 
never solved. The favy SIS w s veiy much interested in the inter tion of traffic 
of the Black Sea -dr Force, particularly th t of xts naval reconnaisa nee aircraft. 
Interception w -u acca-i liohed by tt.e battalion itself, the company in Co:-stanta, 

..nd its out-st tion in Eupatoria. After the ccupuy in Constanta w.s tr naferred 


• • 


ZO U:-e 




battalion in Puncevo, it continued this work ilone under *«-Leit, South- 


east. The Bl^ck Sea *dr Force consisted of fighter, bomber, torpedo baaber, -nd 
-ir-se^-rcseue units, whose ory dzution, lcxrution, nd strength v.’ere known t .rou^h 
the work of the Luftwaffe SIS. The code usev* b the nav^l reconnaisu-n j j uiutu vs 
broke. i, nd same of these ire aft were shot down by demon fighters, thanks to the 


v/ork of the SIS. The havy was much interested in reconn-isx nee imports on its 
own movements which mad it possible to warn German convovs of nrob ble air or 

U «/ A 

underv ter attack. 



I+. V/ith the Hunrarian SIS 

Liaison v/ith the dun . ri n do enisteu since the ii >k e of the est t lish. .ent 


of a fixed Luf twufx e at.- tion Ln ud ^iCsi. to wor 




u 


L O l tU - 


cl v 


* I * I • 

. x til cue 


t uininy of t ie Hun, -ri n SIS. The liui ud -ns were interested os >ecially in the 
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monitoring of Rumania, Jugoslavia r*i Slov k±a but hud never sHown *r \7 special 
ability in this work# They had no capable personnel, particularly in the i’iclu 


of crypt analysis. T e i 
of purchasing her codes* 


ossibility 


Tne German Sla was veiy c utious in de.*lin^ with the un* a. i. -ns, :u dd 


not supply them with a^y cooes w’dch had been broken, 
the -ung&riun SIS vr-s unreliable. 


'or 


to Ger. .an opinion 





One Hungari <n SIS cosq . v open ted on the K tern ?ront in the f 11 of 
19**1, -nd t:;e battalion of the southern sector furnished it with li -son te Jia. 

One year liter t e oonpaqy wo v/ithlrawn, h vinj l co. . lie he but very little. 

—fter the transfer of the i -tt .^ion to Debrecen, i.. April l>*d, cont cz ».ith the 
Hungarian SIo was re-established. One coi ny of the Hunj irian SIS ttali an, which 


V7. i s onitcr 


; uT t e Russi m 


r Fore , joined t ie battalion. It func ionea -s ±n 


intercept cosqpargr only, siice ^ts crypt najytic md ev 


<*> 

w 


on a* • ,/e. e of poor 


ualit-*. All 
«, •» 

its 

interce tea , -te 

m 

Y* I ' . 

1 x 

w-3 ev-1. te . by the 

** * Ti 

JL Am 

... L itei 

who 

cotij - . ove . 

to 

whe - - >. ,i. to^eth 

-• .vi 

tu 

ne battalion, na 

ec^..e 

part of it 

«*» * x 

every res; ect 

II 

• 

< < - *.r, 0 :. 1 .. , 

19‘ 

5 , 

it v a to be . y iuve 

> nd. 

-ft er the 

r» __ 

0“ 


tructic>n of all valuable nd secret materi *1, v. r .a se it to a un irion detention 


CC\V%> 


r 


• r . a- deven.ents of he 


The v-lue oi -he was so :: reco t .h.sci A on tiie south rn sectoi 
iiifor -t_on on: 


of: ere si 


The 


e..e*.y air sill tion 



- :.e or^ id- . uon 


• • • 


1 , . t' 

o* « 




it tie ui’ t s lhc dr f . rs 
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The strength of eneny units including type and: arnument of 
aircraft. 

The dccu 'atioji qf ai^ic^ds.^ ^ •%* . ^ » 

The noveuent3 and concentration of the ene:y ir forces. 
The operational intentions of the enery. 

-air transport. 

Supply. 

Probable turrets. 



Jil_r\y other detuixs, such *s conl'ir... ition of Ger..nn cl i. a, ..or le of uasi^xn 
troops, etc#, gave a ood picture of the ene.y situation. 


The work of the d^d was es .ec^ ally vuiua le uuri.^ the . rj Ge 1 wi t hdrawals , 

and duri*\ periods of bad weather, w en rejirL.aio nee ircr ft were ^rounded. 



rarti - ularly valu -ble \/ere the tL .ely reports o: e;e / concentr tiona nd 
oper-tional intentions, -s the following examples show: 



During the battle of Stalingrau, in November 194^, the aid recognized and L ave 
tiiuely warning of heavy Russi m concent r tions north ant south of the front# ?..e 
shifting of Russi a, ^ir bases and combat aviation ./ere reco razee s prcliiun ries 
iiued at the liberation of Stalingrad# Thin . tion was confirmed by the events 
which leu to the encirclement of the German 6th --avy. 



In February, 191-3, the «n uy roup Popov, consisting of motorized units, was making 
preparations ir. the Iziu. sector to t ke the old erujivc nd • .v nee to ti e south, to 
re ach the se of -azov, in order to cut o; x the German forces on the .JLus front# l oth 

the -ir ijI ground force oLj reco ni zed ever/ Move of tie laissi .i. n J . n<* counter ensures 

were t ...en which leu to the c ] tun of Gener 1 Popov and p irt of his forces. The 
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following interesting message of one of the cores to the *\rny Gr6up Popov was inter- 


cepted: 


»• 


^ I • l> • »MM»* 




It is cibaolutety vital to reorganise our code <*nd grid code system, as every 


operation which we are or 


by r -dio to perform, is made impossible by i. - edi^te 


enemy action. We -re betraying ourselves. 


This not only proved the effect! veness of the Germ-n 
ledge on the part of the ene. y of its existence. 


, but also Ixov- 




In the spring of 19KU, the old reco, liisec. tr*e import nee o: the Dniester bridges 
Dubossajy and Jaicpol to the Hussion offensive. ’ aabers fighter Daubers 
attacked those briages, iru. seriously hampered trie SussIaa advance for several 
days. The following enu.y ...es^-ge, inte epte_ by the Luftwafie SIS, shows the 
effectiveness of the attack: 


^nes y aircraft re continuously ove: <s. .«1_ uur • ; ^ siloing of bri - 2 c, 
is being destroyed in its irdti 1 ..t . cs. Ilot one tank h s been • le to get 
across ciurirr. the past four days. Need const nt fighter protection. p 


The t_ oint- to— point nets .iis of t e .. .err fch Air *- 2 '. were ef ectively ir.ter- 
cepted. In the se .-tor of this ir n.y, il. tt s in w i . it yartiei ,atec. could 
be predicted. It v/ s r: nov /11 that n tt ic!: tr ~ encin, w er s. o] e si n Is v/ere 


ordered. 


-uhe ground - - :i otifie oi h.u readth ... direction 


of the t ropose _ ttack, nu • . . t ction .cco. ulu.3y. 


.•no*:., in the sprin of 194*3$ ir supj ort p rties Joined the . Jus l . in round lorces, 


it w^s possible to inter -e t .a 


.cu- 


es J 


ij A 


ges covering requests .or dr su ort. 


n \ t 


f -ucili 


* .#1 1. 




I * • P ' 1 n 1 * » * 1 ? m > « I 
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The operations of ^tuerican aircraft in Russia v/ere revealed tiirou h the inter- 
ception of Russian flvdc _ tl d ~ir raid warning netyoi-ks.^ Flights a .... 

strength were known. 


HZt interception on the southern sector was successful. Filter-, guided by 

Tt/T intelligence, almost always ^*ade successful contact with the enemy. The use 
* 

of intelligence enabled t e husbanding of the relatively weak r^r.-.an fi ^hter 
forces, and much fuel was conserved by avoiding unnecessary operations. 
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